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Abstract - Artificial intelligence (AI) has become a reality in today’s world with the rise of the 4th industrial
revolution, especially in the armed forces. Military Al systems can process more data more efectively than traditional
systems. Due to its intrinsic computingand decision-making capabilities, Al also increases combat systems’ self-control,
self-regulation, and self-actuation. Artificial intelligence is used in almost every military application, and increased
research and development support from military research agencies to develop new and advanced Al technologies is
expected to drive the widespread demand for Al-driven systems in the military. This essay will discuss several Al
applications in the military, as well as their capabilities, opportunities, and potential harm and devastation when there is
instability. The article looks at current and future potential for developing artificial intelligencealgorithms, particularly in
military applications. Most of the discussion focused on the seven patterns of Al, the usage and implementation of Al
algorithms in the military, object detection, military logistics, and robots, the global instability induced by Al use, and
nuclear risk. The article also looks at the current and future potential for developing artificial intelligence algorithms,
particularly in military applications.
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1. Introduction

Artificial intelligence (Al) has been gradually improving andbecoming a more efficient way worldwide with the help of
data, computer processing power, and machine learningdevelopments, especially during the last two decades. Asa
result,. Therefore, it should come as no surprise that Al has many applications in the military sectoralso, in a vast range
[1].

Military capability is the current measurement indexwhen determining a country or nation’s “Powerforce.” The

U.S. Department of Defense defines military competence or capability as “the ability to achieve a certain combat objective
(win a war or battle, destroy a target set).” It is directly or indirectly influenced by modernization, structure, pre-
paredness, and sustainability. The equipment, arsenal, and level of technical sophistication largely determine the degree
of modernization [2].

The Internet is replacing the conventional way of initiating war instigated from the start of the Second World War.
According to researchers, modern autonomous systems and artificial intelligence (Al)are expected to be crucial in
future military confrontations [3].

This type of enhancerhelps in the military sector in various ways and turns out tobe the greatest weapon in developing
military capability [4]. Data on a wide range of resources and capabilities (human resources combat and support
vehicles, helicopters,cutting-edge intelligence, and communication equipment,artillery, and missiles) that can carry
out complex tasks of various types, such as intelligence gathering, movements, direct and indirect fires,
infrastructure, and transports, should be considered in military decisions [3, 5].

Al methods, such as qualitative spatial interpretation of CoA diagrams and interleaved adversarial scheduling, and
many others likewise enhance the military world in different paths [6].

The study has the potential to inform policy and decision-making in this area, particularly in relation to issuessuch as
military modernization and preparedness. The re- search findings could potentially aid in developing guide- lines and
regulations for the responsible use of Al in militarysettings. recall chess pieces better when arranged on a chess board in
meaningful patterns than randomly arranged chess pieces [32, 33]. It has been demonstrated that people skilled in
reading architectural plans, reading circuit diagrams, and deciphering X-ray images have the best ability to spot
important patterns in those fields [34, 35]. Therefore, it appears logical to speculate that the capacity to recognize key
battlefield patterns is at least one element of the battle commandexperience.

11 Conversational Pattern. Over the years, various cutting- edge solutions have been created based on one of the most
general conversational Al patterns. The modern workplace of the twenty-first century is filled with social robots and Al-
augmented living helpers. In many industries, including the military, the significance of interactions between humans
and robots is becoming increasingly apparent. With Al technology’s help, this interaction is termed as conversational
pattern. This is characterized as conversational formsof engagement and information spread across various mediums,
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including voice, text, and image formats, between machines and humans. This covers the interaction between humans
and machines and their back-and-forth communication. This pattern’s goal is to make it possible for ma- chines to
interact with people in the same way that people do. Over the years, one of the significant advancements hasbeen the
development of conversational agents based on conversational patterns, speech and object recognition, and natural
language understanding [36].

A subset of the larger fields of Al (artificial intelligence)

Reinforcement learning is one of the most exciting but least used types of machine learning. However, the military has
been using this technique for a long time now. A useful approach to problem-solving for teaching autonomous sys- tems
to carry out challenging military tasks is reinforcementlearning. Reinforcement learning tries to learn through trial-and-
error, using environmental feedback and general goals to iterate towards success, as opposed to supervised learning
approaches, where machines learn by being trained by humans with well-labeled data, or unsupervised learning
approaches, where machines try to learn through the dis- covery of clusters of information and other groupings [52].
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Figurel: Metacognitive integrated dual-cycle architecture (MIDCA) object-level structure .

11 Autonomous Systems Pattern. Autonomous intelligence,or the autonomous system pattern, is the most sophisticated
type of Al, in which procedures are automated to produce theintelligence that enables computers, bots, and systems to
behave independently of human interaction. This Al class mayhave the most use in the military sector worldwide. Auton-
omous systems are capable of carrying out a task, achievinga goal, or interacting with their surroundings with little human
intervention. These systems must also be able to anticipate events, make plans, and be aware of their surroundings, which
make more sense as to why these are used to fulfill militaryaims and objectives. This covers both physical hardware and
autonomous software systems (software “bots”).

In 1950s, the American company Barrett Electronics

created the first automatically guided vehicle system. The American Defense Advanced Research Projects Agency
(DARPA) organized three UV challenges between 2004 and

The most influential reference control model in the feedback loop for autonomous and self-adaptive systems controls
and manages the monitor-analyze-plan-execute over shared knowledge (MAPE-K) in a subsystem, as shown in Figure
8. The work is simple: the program’s sensorgathers data and then performs the stage in the following order: monitor,
analyze, plan, and execute. The analysis andplan part is rule-based policies. Any action that might involve autonomy
should be carefully considered.With so many options, the autonomous pattern has a promising future.

2. Applications of Artificial Intelligence in the Defense Sector

Practically every military application involves artificial intelligence, and growing military support for innovative and
advanced Al technologies is anticipated to increase the demand for Al-driven systems in the military[65]. As illustrated
in Figure 10, this part of the paper largelyfocuses on the Al capabilities important to military operations for simplicity
and their applications in defense sectors.

21.  Autonomous Weapons and Target Recognition. These are some exquisite examples of theapplication of AWS and
target recognition in the defense sector worldwide.
However, there is a rising case due to the extensive use of Al in the military sector. Most Al-based AWS prospects are

18



Journal of Survey in Fisheries Sciences 9(2) 17 - 24 2022

considered dangerous and under their governments’ con- trol. Many of them are recognized as being of public

importance.
These examples and points highlight how risky and ir- responsible these AWS ideas can be in the wide open if not

followed by the LAWS (ethical codes for AWS), as men- tioned in Table 2.

@ (b)
Figure 2: (a) MQ-9 reaper, (b) patriot missile system

22. Surveillance. Day by day, the use of Al in the surveil- lance sector is improving and becoming more likely to be
applied in every industry. There were over 23,000 new Al- related patents in 2008; by 2018, there were about 78,000 on
surveillance with the help of Al [86].

23.  Cybersecurity. Cybersecurity research has afected the whole world, while the United States, China, Germany,
India, Japan, Australia, and most European nations have advanced the most. They employ artificial intelligence (Al)
technology in the form of intelligent agents to defend againstother cyberattacks and stop distributed denial of service
(DDoS) attacks [56]. Also, this prospect is not only for businesses and industries; it has developed and enhanced inthe

defense sector far more.
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Figure 3: The major elements of the AEGIS combat system
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Figure 5 illustrates the functioning process of neural networks in detection. In actuality, Al stagnated and only evolved
into a subset of specific application domains of the defense sector, such as data processing algorithms. The training
subfield of Al created it. Providing a thorough or partial analysis of all the choices might not be possible. The
efectiveness of Al techniques was demonstrated in a rea- sonably quick evaluation. Instead, it divided up the pathways
and architecture into diferent categories. Discoverability is globally constrained for neural networks, knowing systems,
intelligent agents, search, machine learning, and other areas.

The majority of segmentation techniques in homeland security involve either spatial or temporal information during the
picture processing; the most widely used tech- niques are [87] as follows:

(1) Temporal diferencing

(2) Background subtraction

(3) Optical flow
A
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Figure 5: Spot: (a) overall look and (b) climbing stairs

3. Impact and Influence of Artificial Intelligence on Worldwide Strategic Stabilityand Nuclear Risk

Al capabilities have a significant impact because they are responsible for international strategic stability. A single choice
might upset this delicate equilibrium, impacting the strategic stability between the world’s major military powers. Their
trait may impact strategic stability and make warfare less reliable .

There are five clear global risks of Al in the modern era:

(1) Program bias introduction to the decision-makingprocess

(@) Lack of traceability in Al implementation

(3) Black box algorithms and lack of transparency

(4) Data gathering & sourcing and privacy infractions orviolations of personal data

(5) Uncertain legal liability or identification of authority

The risks associated with using Al systems rise along with their advantages. The following inquiries will be addressed
in this section: potential hazards of artificial
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Figure 7: (a) Robotic extraction (REX), (b) robotic evacuation vehicle (REV), (c) battlefield extraction assist robot
(BEAR), and (d) lifesupport for trauma and transport (L-STAT) integrated with REV

There are more than enough ways that Al applications can cause global devastation within a second without any right
consequences. A strategic instability or a nuclear threatcould occur just because of some miscalculations by human-
controlled Al operators or software-based Al operators or due to misinformation led by any third parties.

31 Escalation of Global Instability via “Deep Fakes”. A significant issue that emerged throughout the use of Al was
the capacity of third parties to manipulate alert systems and

THE HERO FAMILY
Lothal Loitering Systems  /

oI RESN | e/

Figure 8: Three examples of standard launch methods for loitering munitions

insert misleading information to trick human technology operators. A previously undisclosed nonstate entity named The
World Peace Guardians posted fake photos and videos on social networks to make it look like a few soldiers of
American special forces were gassed to death in Syria duringa clash with Russian military instructors. Some US analysts
argued that using tactical nuclear weapons as retaliation wasjustified.

32. Distorted Early Warning Assessments. Mathematical coefficients obtained from extensive metadata analysis
carried out at the time of the testing and training phases of the program Unified Platform appear to have skewed the
dubious claims.

During the exercise, the United States crew was conscious of the variety of possible issues caused by the artificial
intelligence-based evaluations ofered by the United States Cyber Authority’s Unified Platform. The Russian systems for
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(a) (b)
Figure 9: (a) MQ-1 predator and (b) MQ-9 reaper

33.  The Overall Uncertainties, Threats, and Challenges of Al. Overall, aside from its own challenges, it can also create
challenges of its own which could be termed as threats. For a better summarization, let us explore and highlight the
major uncertainties, threats, and challenges of Al in the current domain of militaryapplications and implementations:

(1) Ethical concerns: The use of Al in the military raisesseveral ethical concerns, including the potential for autonomous
weapons systems to make life-or-death decisions without human oversight. There is a need to ensure that the use of
Al in military applications aligns with ethical standards and principles.

(@) Reliability: One of the main challenges of using Al inmilitary applications is ensuring its reliability. The accuracy of
Al models heavily depends on the quality and quantity of data used for training, and there is always a risk of errors
and bias in the data. Any inaccuracies in the output of an Al system could havesevere consequences, particularly in
militaryoperations.

(3) Cybersecurity: Al systems in the military are often interconnected with other systems and, therefore, arevulnerable to
cyberattacks. The malicious use of Al can cause significant harm to the military’s in- frastructure, personnel, and
operations. Moreover, Al-powered cyberattacks could be difficult to detectand prevent.

(4) Adversarial attacks: Adversarial attacks are a type ofattack that can cause Al systems to produce incorrectresults by
manipulating the input data. In a military context, adversarial attacks could cause an Al systemto misidentify targets
or provide misleading information.

(5) Training: Developing and training Al systems for military applications requires significant resources and expertise.
Moreover, the quality and quantity of data available for training can be limited, making it difficult to create accurate
and reliable Al models.

(6) Integration: Integrating Al systems with existing military infrastructure and processes can be chal- lenging. This
requires significant changes to existingsystems and processes, which can be time- consuming and expensive.

(7) Public perception and conception: The use of Al in military applications raises concerns among the public about the
potential for machines to replace human soldiers, reduce accountability, and increase the risk of harm to civilians.

Last but not least, the rectitude of Al augmentation and processing systems are particularly susceptible to deception,even
though it is a persistent intelligence and strategic issue that predates the cyber age. Reliance on Al coupled with malicious
actors’ exploitation of technology could significantly exacerbate the disruptive consequences of disinformation operations.
Establishing legislative frameworks that determine how newtechnology interacts with the current arsenal of disinformation
tools, such as social media, should be a crucial responsibility ofgovernments. Time constraints prevented a more thorough
investigation of an Al system’s vulnerability, but the tabletopexercise was riddled with indications and suspicions of Al-
related espionage. They will probably endure in the real worldas well. These Al-related facts must be considered since they
threaten world peace and stability.

4. Conclusions

This paper aims to represent the main sectors of utilization and the possibility of using Al augmentations and Al al-
gorithms in the military sector, especially in cybersecurity, object detection, robotics, and logistics. Overall, the seven
patterns of Al are paving their way in military capabilities enhancement. The discussion of their impact on people’s
sense of security is also portrayed. One of the key techno- logical advancements of the future is that Al has the best
possibility to significantly impact the transformation and advancement of contemporary society along with military
capability. An exciting new phase of rapid development hasbegun for Al technology. It is now acknowledged as having
the most potential to alter the disruptive technology land- scape in the future. Also, using them to improve national
strategies and assets like applications in the military has become very common. However, we must be cautious about
how we use it and what the circumstances will be short. Progression is our expectation and reason for our build-ups
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with the help of Al; if it has a bad impact on the next generation, it is better to stop those specific innovations.

The Al component in military decision-making provides

a robust backbone capable of generating intuitive sketch- based user interfaces that specialists may utilize with little
training. Users requested an integrated framework that si- multaneously records CoA sketches and statements and ofers
a single map-based user experience for both opera- tions. The goal is to provide a framework that can express thesketches
of CoA with visual comprehension.

The possibilities and applications of Al in the military, such as autonomous weapons and target recognition, sur-
veillance, cybersecurity, military transportation and logis- tics, homeland security surveillance, cyber security,
autonomous vehicles, and combat training and simulation, are described, discussed, and evaluated in our paper. The
doing of reconnaissance with the use of partially autono- mous vehicles in the military and sensor systems’ utilizationfor
betterment along with threat assessment in air defense systems with high time requirements, the emerging patterns
intelligence analysis, education and training, and command and control systems from a military perspective are addi-
tional potential applications.

However, military uses of Al should take into account the following challenges:

(1) Vulnerabilities that could significantly harm theperformance of the system

(2) Transparency to guarantee model performance inline with military specifications
(3) Inadequate machine learning (ML) training data

(4) Efects of Al on nuclear risk and global strategicstability

In terms of everything, if Al is not implemented correctly with the help of the right hand in the military sector, it will
likely become a double-edged sword that could cut both ends and destroy a nation instead of doing good. Never-
theless, a more detailed requirements analysis is required tocomprehend the utilization. Regarding risk, data quality, and
regulatory constraints, military needs may difer signifi- cantly, and some forms of openness may not even be ap-
plicable. We require more data and research for furtherretention on any decision regarding Al in the military and its
capabilities. More study is needed on applying data, machine learning, and social science research to improve Al
explainability in military contexts and enhance their capa- bilities appropriately.
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